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Example Ciphers

Differential Cryptanalysis

1 Cipher ONE

The S—box of cipher ONE is

sbox

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of
: 06 04 Oc 05 00 07 02 Oe 01 Of 03 0d 08 Oa 09 Ob

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of

sbox~{-1}: 04 08 06 0a 01 03 00 05 Oc Oe 0d Of 02 Ob 07 09

Algorithms F and D of cipher ONE work as follows:

u=m® kg
v=25(u)
c=v®ky
return c

)

v=c®k
u=S"1(v)
m=u® kg
return m

For example encrypting with key k = (kok;) = 0297 gives

0xd -2 027 .
~~ ~~

m Cc
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2 Cipher TWO

Algorithms E and D of cipher TWO work as follows:

o [ (m)
(1) u=me ko
(2) v=>5(u)
B) w=vdk
(4) == S(w)
(5) c=x@ ks
(6) return c

e Dy(c)
(1) z=c® ke
(2) w=S5"1()
B)v=wdk
(4) u=S"1(v)
(5) m=u® ko
(6) return m
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