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Other Authentication Methods (2/2) I

against inverting: strong cryptographic hash

against dictionary/brute force: e Public—-Key—Crypto

— used in SSH
e salt

) — explained later in this course
e long passphrases / special characters

* CPU-/RAM-intensive operation (GPUs have small RAM) Secure Remote Password protocol
[ ] u W

e password shadowing
e per user files (/etc/tcb), in OpenWall Linux, 2005 o Kerberos ticket—granting—ticket

(*) proposal from OpenBSD: berypt
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Other Authentication Methods (1/2) I A Note on Secure One—Time—Passwords and TANs (1) I

e Challenge/Response

need a secure hash function: SHA-3, SHA-256, Blake2, Grostl,...
— server sends z, client sends M D5(x + pass) to server

— used in APOP, POP3-authentication
— attacked in 2008 (Leurent)

Einbahnstrafle

— drawback: clear-text passwords on the server

. One-Time-Password Generation:
o One—Time-Passwords

— a random password list (strong PRNG needed)

User gets following password list: x3, x2, x1, x0
— =

used in PIN/TAN, S/Key, OPIE
— OPIE (library) One time Passwords In Everything Hacker's Problem:

. 3 o e — - — -
drawback: store password lists * = = = el = x0
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A Note on Secure One—Time—Passwords and TANs (2) I

Implementation:
e INIT: system stores x4
e the user enters x3 as his first password
e the system compares h(x3) = x4, if unequal, permission denied
e the system stores 3
e next time the user enters &9

e the system compares h(zg) = x3, ...

~»system does not need to store the whole list,
only the last used password
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Other Password Use Cases than Login.

~~key—derivation function transforms password into key

e disk encryption

securing ZIP—, RAR-files

wireless networks (WPA2)

GPG, PGP e—mail encryption

e password vaults
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Which Future Key—Derivation—Function? .

GPU- and ASIC-unfriendly, the brute—force—attacking devices
e not 32-bit—based
e huge memory requirements (more than a GPU-thread can handle)
e lots of data dependent branching (no similar results in each thread)

~>not necessarily standard hash functions (~scrypt?)

May 2014:
specialized ASIC mining hardware for scrypt-based cryptocurrencies.
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Back to UNIX-Usermanagement: Concept of Groups.

each user belongs to exactly one principal group (~+/etc/passwd)
the group ID and name defined in /etc/group

users may belong to additional groups

$ id theobald
uid=55177 (theobald) gid=1111(stl)
groups=1111(stl), 1113(stlnagios),60001(cuda)

corresponding entries in /etc/group

cuda: *:60001:dweber,bohr,theobald
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Managing Users: Remarks. Managing Users: Disabling/Removing an Account I

set the corresponding password field in /etc/shadow to ,,*"

e password file protection: file locking, command vipw

change protection bits of the home directory to ———-----—-

e different users should have different UlDs. do a backup of the home directory

e recursively delete the contents of the home directory
e network wide identities with NIS, NIS+, SMB, LDAP ...

remove entry from /etc/passwd
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Managing Users: Creating an Account I Managing Users: useradd/ userdel'

e append a line in /etc/passwd, use new UID

e if a new group ID is used, append a line in /etc/group tools (not standardized)

"

. . . o x
e (Linux/Solaris) append a line in /etc/shadow, password field =, adduser/useradd and rmuser/deluser/userdel commands

e create the home directory of the user
The steps above are especially useful

e change owner and group of the home directory ¢ tools lik
e if tools like adduser are missing

e change protection bits of the home directory e for shell scripts creating many accounts

e set the first password of the user with the passwd command
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Network—wide Usermanagement: NIS (uses RPC) I

server machine

rpecbind

(RPC name server)

Port 111

client machine

cint_create
Port X,

Port X

v
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NIS (binding client to server) I
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Client

Is

gatpwuid(3C)
llbaun )Ip_biﬂd(_BYJ

user1:PKEZqoUQ/dOv.:
i Hserz e OCL rdings;
user3:aeFRGxtgxth s:

user4:KsiYtUF6aGDUQ:

rpCbi nd yphind using "bound” path, get

‘ MIS passwd informalion
Server
vy /variyp

_.—-""I__.,—|""—-.___\_\__h |
brozdeast == domainname 5 yeserv
e
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Network—wide Usermanagement: NIS (1) I

NIS = network information service
invented by Sun as an RPC application =~ 1988
need portmap (FreeBSD: rpcbind) service

consists of
e server: distributes user account information ypserv

e client: asks for correct authentication ypbind

common identity string: the YP-Domainname (see domainname(1))

ypinit sets up a NIS server from /etc/master.passwd
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Network—wide Usermanagement: NIS (2) I

server: start ypserv

NIS maps under /var/yp

control access through
e /var/yp/securenets (FreeBSD/Linux)
e /var/yp/ypserv.acl (OpenBSD)

update /etc/master.passwd ~make in /var/yp

5. User Identities

Problem: where do the usernames come from? '

/etc/passwd NIS-Server
" //etc/nssmtch conf
drivxr—xr—x 1 pauly 65536 Jun 23 10:12 pauly/
drwxr—xr—x 1 peters stl 1296 May 7 19:12 peters/
drwxr—xr—x 1 philippi st 1872 Mar 7 14:42 philippi/
drivxr—xr—x 1 pick st 1732 May 16 15:51 pick/
drwxr—xr—x 1 piontek tl 32768 Jun 18 14:09 piontek/

FS: UIDs here
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Network—wide Usermanagement: NIS (3) I

client: start ypbind, domain name is command-line arg

two ways to refer to NIS-entries:
e /etc/nsswitch.conf include nis keyword

e /etc/master.passwd include +:x:::::::: entry

passwd command ~+local password file ~>NIS server

same goes for group, hosts, services,

root account locally (for network problems, server shutdown etc.)
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Network—wide Usermanagement: NIS (4) I

commands

ypwhich prints the NIS server name

ypmatch username passwd prints the passwd entry of username
ypcat passwd prints the passwd map

more centralisation : group, services, hosts, ...
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Network—wide Usermanagement: LDAP overview. PAM: Mixing Authentication Methods.

LDAP=lightweight directory access protocol

concept used with Active Directory within Windows
openldap: user management / AD emulation / integration

e server side slapd e different auth for different users
— AD = special case of LDAP data
— tedious configuration work

— maybe SSL configuration e different auth for different services

e client side

— PAM
e extensible mechanism for new auth methods
— nss_ldap
— ldap.conf
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Network—wide Usermanagement: LDAP client I

remote servers in red

file entries

libraries

e configure LDAP server to be contacted (ldap port 389, Idaps 636)

configuration files

/usr/local/etc/ldap.conf sk ' libe-function
1 1/et 1d ldap. £
/usr/local/etc/openldap/ldap.con Ypserv \ network servers
-> host stl-s-proj2.htw-saarland.de stl-s-projl.htw-saarland.de] i \ . Idap.conf
-—
e simple LDAP query Jetcipasswd  ypbind T pamlldap' -
i i i 1 b e pam_opie.so pam_krb5.50
ldapsearch -x -b "ou=organizational_unit" files n\is ldap pam'dllogin
. W . ,.
e install package nss_ldap e pm—" libpam
(enables 1dap keyword in /etc/nsswitch.conf)
e install package pam_1dap (enables 1dap keyword in /etc/pam.d files) =l g




